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Course Outline 
Recent years have challenged organisations in many ways, and it appears that change will continue 

and even accelerate. Our places of work, supply chains, IT systems, travel, manufacturing have 

all been impacted by the pandemic. However, people are at the core of our ability to respond. If the 

people who do the work at organisations are ineffective, tired or distracted – then the effectiveness 

and productivity of the organisation will be impacted. 

Examine how to develop a sound organisational resilience program that strengthens and improves 

crisis recovery and minimises business impact. This course provides guidance and tools to enable 

you to implement the framework for vital business continuity in a crisis, including the roles, 

procedures, triggers, and how to manage crisis communications.   

The aim of this course is to examine how to develop a sound organisational resilience program that 

strengthens and improves crisis recovery, minimising business impact. 

The course objectives are to: 

• Describe the business case for an organisation resilience program, including key global risks 

causing business disruption. 

• Outline and detail a rigorous organisation resilience program supported by good practice 

principles and clearly defined roles and responsibilities. 

• Examine the framework for managing a crisis: roles, procedures, escalation triggers, and crisis 

communications. 

• Identify Australian regulations that govern organisation resilience, standards that support 

resilience, and useful guidance materials. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

  

4 

Organisational Resilience (Business Continuity and Crisis Management 

Governance Institute of Australia 

Course content 

1 Organisational resilience  

1.1 What is the background to this course?  

1.2 What is the aim of this course?  

1.3 Scope of the course – defensive and reactive  

1.4 BSI/Cranfield resilience model  

1.5 Semantics & terms  

2 Business case  

2.1 Business case for investment in resilience  

2.2 Benefits of improving resilience - during BAU and during a crisis  

3 Principles of an organisational resilience program  

3.1 Key principles of an Organisational Resilience Program  

4 Program governance  

4.1 Policy  

4.2 Program governance arrangements  

4.3 Outsourcing and material activities  

4.4 Roles Charter  

5 Global risks  

5.1 Challenges from global risks WEF Global Risks Report 

6 Development of the Program  

6.1 Phase 1 - Initiation - Discovery, Governance, Policy, Statement of Work (SoW)  

6.2 Phase 2 - Analysis - Business Impact Analysis and Risk Assessment  

6.3 Phase 3 – Strategy & Design - Develop recovery strategies  

6.4 Phase 4 - Develop plans and supporting documents 

6.5 Phase 5 - Embedding the Program into the organisation  

6.6 Phase 6 - Validation - Train staff and exercise plans  

7 Third parties and supply chain  

7.1 Long supply chains and Just-in-Time (JIT) inventory management  

7.2 Challenges with cloud providers and associated risks  

7.3 Increasing dependence on third parties  

7.4 Single Points of Failure (SPOF)  
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8 BAU management of the Program  

9 Crisis management  

9.1 Roles tasked with managing a crisis 

9.2 Crisis escalation matrix  

9.3 From Issues to Crises  

10 Crisis communications  

10.1 The First Alert  

10.2 Communications tool  

10.3 Social media  

10.4 Regular media  

10.5 Admitting liability  

11 Summary of Australian regulations  

11.1 APRA Regulations for the financial services sector  

11.2 ASX requirements  

11.3 ASIC  

11.4 Australian Financial Services Licensees  

12 Standards and guides  

12.1 Business Continuity Institute (UK)  

12.2 Standards  

13 Glossary  

14 Resources  

14.1 Governance Institute resources  

14.2 Legislation and regulators  

14.3 Reports and journal articles  

15 Reading  

 


